were not adopted. 15 Furthermore, in 1991, the Supreme Court held that only compilations of information involving creativity can be copyrighted. 16 Aggregate patient data is information that courts are unlikely to deem as involving creativity. 17 Although current law recognizes that private ownership of information often inappropriately restricts public use, today commercial interests are trying to turn patient data into private property. Moreover, even if the law does not allow copyright of patient databases, significant obstacles impede access to data for both public and private uses.
In this article, I argue that treating patient data as private property precludes forming comprehensive databases required for many of its most important public health and safety uses. Private ownership will also allow data monopolies that will increase the price of data and limit competition in the market for derived services. I propose that federal law require providers, medical facilities and insurers to report key patient data in anonymized and de-identified form to public authorities, which will create aggregate databases to promote public health, patient safety, and research. Public authorities should also make this data available for private entities to develop dataderived services, subject to public oversight. As we shall see, there is precedent for federal and state governments requiring reporting of data.
My proposal faces two important challenges. First, prevailing American thought favors private ownership and markets and a minimum role for the federal and state governments. I argue, however, that the economic, legal, and moral reasons typically invoked to justify treating a resource as private property do not support doing so here. There is no need to create private property rights to encourage production of patient data because it already exists. Providers and medical organizations will continue to collect this data in order to perform their work, whether or not they must disclose it, and even if they cannot sell it. Furthermore, public ownership would ensure the aggregation of patient data and promote its beneficial public and private uses. In contrast, private ownership would preclude most public uses and restrict many private uses. Other economic, ethical and legal considerations also favor treating patient data as a public good.
Second, some people believe that public ownership of patient data creates risks for patient privacy. I contend, however, that the risks to privacy are no greater than when the data is private property owned by patients or firms and organizations. Whether publicly or privately owned, we need protective measures to ensure confidentiality. Public ownership, however, allows greater public oversight that can protect patient confidentiality.
To illuminate these issues, this article will describe how the market for patient data emerged and show that commercial interests and public policy have in the past, and continue today, to promote the data's privatization. It then makes the case for public ownership of patient data and responds to objections raised against public ownership of patient data. Next, it assesses the arguments for making patient data private as a means to protect patient confidentiality and finds these are not convincing. The article then suggests what data should be made public and how it should be done. It concludes by asking if the concept of the public interest can illuminate these choices.
II. THE RISE OF PATIENT DATA MARKETS
Organized medicine took the lead in developing a market for medical data. In the 1950s, the American Medical Association (AMA) commissioned Ben Gaffin and Associates to conduct the Fond du Lac marketing study to determine the influence of advertising, pharmaceutical detailing, peer opinion and other factors on physician drug prescribing. 18 It distributed this study to the Pharmaceutical Manufacturers' Association and leading drug firms to encourage them to advertise in AMA journals and to form a partnership with the AMA on areas of mutual benefit. Then the AMA began to sell to pharmaceutical firms data that identified physicians by their license numbers, practice locations, and practice specialty. Pharmaceutical firms combined physician identifiers with prescription data from pharmacies that included the prescribing physician's license number.
They then tracked individual physician prescribing, patient drug use, and pharmaceutical sales for their marketing and promotion. 19 Later, specialized firms-now referred to as medical information organizations (MIOs)-emerged to broker the purchasing and selling of medical data. 20 They purchased data from the AMA to identify physicians by 18 Ben Gaffin & Assoc., Report on a Study of Advertising and the American Physician, pt. 1 (1958) as reprinted in Drug Industry Antitrust Act: Hearings Before the Subcomm. on Antitrust and Monopoly of the S. Comm. on the Judiciary, 87th Cong. 490-520 (1961) . 19 Jeremy A. Green, Pharmaceutical Marketing Research and the Prescribing Physician, 146 Annals Internal Med. 742, 743-46 (2007) . 20 Steinbrook, supra note 11, at 2746- 47. their license number and other information. They purchased data from pharmacies to identify drugs sold. MIOs combined this information to reveal prescribing patterns and market trends. 21 Pharmaceutical firms purchased the data from MIOs to track sales by individual physicians and medical detailers who visited them. They rewarded their medical detailers who were the best at promoting sales. They also used the data to target physicians for changing their prescribing practices and to evaluate the effect of their advertising and marketing-as well as that of their competitors. Such information also revealed the potential market for each class of drugs, current sales of their own products, the products of competitors and their respective market share. 22 Medical device manufacturers and other medical suppliers also purchased data for similar purposes.
Later, MIOs began to purchase patient data from hospital records stripped of patient identifiers. When combined with other data, these records reveal the diagnosis and profile of patients for which physicians prescribe various drugs and use various therapies. Pharmaceutical firms can thus promote drugs differently for each use and design different strategies to influence different physicians based on the way they use drugs and the patients they serve. The marketing literature explains in detail the uses of such data. 23 Managed care organizations (MCOs), hospitals, and regulatory authorities can use this information to identify inappropriate drug uses by physicians; to learn whether pharmaceutical firms market drugs for unapproved uses; and to assess the effect of different medical treatments on patient care. Other users of patient data include health service researchers, health economists, the Food and Drug Administration (FDA), and public health departments.
Firms also started to purchase patient data as a tool for their policy advocacy. Regulatory agencies evaluate the safety and effectiveness of drugs and medical devices before approving their sale. Third-party payers, MCOs, and hospitals evaluate drugs before placing them on their formulary. Insurers often evaluate medical devices before covering them or encouraging their use. 21 Data obtained from the AMA identified physicians by their practice specialty, affiliations with hospitals and insurers, practice location and other variables. Information from pharmacies and other firms revealed information on drugs prescribed and sold. Combining such information reveals individual physician and aggregate prescribing patterns. Similar information allows firms to track the use of medical devices and other medical products. EMRs expand the kind and volume of patient data available. They reveal the profile of patients treated by individual physicians and hospitals and the particular diagnosis of patients for which drugs and medical devices are prescribed. 22 These entities consider the cost-effectiveness and value of medical drugs and devices compared to alternatives. Organizations that develop clinical practice guidelines also use patient data in forming their recommendations. Knowing this, firms that manufacture and sell medical products now purchase patient data for studies to make their case for their products.
IMS Health, the largest supplier of medical information for market research, now markets patient data for policy advocacy. 24 It promotes data from its General Practice Research Database, for studies of cost, effectiveness, impact on health care spending, and medical outcomes. Its web page says, "[a]chieving a favorable endorsement from healthcare authorities is critical to ensure that new innovations reach the market and patients more quickly and are incorporated into appropriate guidelines of care." 25 It adds that product use is boosted by studies of "efficacy, safety, and cost-effectiveness as presented in peer-reviewed medical and scientific journals or via specialized conference [s] ." 26 IMS also markets its consulting services, which write "manuscripts and reviews for submission to peer-reviewed journals, clinical trial reports, expert reports, investigator brochures, abstracts, posters, slide sets."
27 In addition, consulting firms, group purchase organizations, software vendors and other commercial enterprises purchase patient data for various commercial uses. 28 Already, the market for patient data is worldwide. IMS sells it for marketing in over 100 countries and earned over $2 billion in 2006. 29 It sells data to all major pharmaceutical and biotechnology companies. In 2006, the American Medical Informatics Association (AMIA) published a white paper of its expert panel that proposed a policy framework for the secondary use of patient data. 34 The AMIA asked the panel to address several questions, including, "Who owns health data and who has the right to access the data and for what purposes?" 35 The expert panel responded that "the focus needs to be on data access and control, not data ownership." 36 Yet, the property rights in patient data will determine access and control. If legislation does not resolve the ownership of patient data, courts are likely to grant property interests to those who possess that data and preserve the status quo.
In a 2007 report, the AMIA advocated that stakeholders voluntarily adopt guidelines for data stewardship and shared access. The report included the 31 Steve Bailey, Your Data for Sale?, Boston Globe, Mar. 24, 2006, at C1. 32 following groups as stakeholders with rights to access data: provider organizations; personal health record service providers; insurance companies; health data exchanges; and health data banks, as well as patients. 37 Notably, governmental health authorities are not included as stakeholders. It assumed that firms that sell and purchase patient data should develop a consensus on their own oversight. The standards that these private entities develop will reflect the interests of those who want to sell data but not the interests of patients or the public. 38 In June 2007, the Agency for Healthcare Research and Quality (AHRQ) proposed the creation of a National Health Care Data Stewardship Entity to set uniform operating rules for sharing and aggregating public and private sector data on quality and efficiency. 39 It assumed that private parties would hold the data and have no obligations to supply data to the national government or state authorities. Nevertheless, many groups responded to the AHRQ proposal by explicitly opposing the idea of public ownership. The AMIA commented that "there should be no central repository of aggregate data-whether at the national or regional level." 40 The Markle Foundation's Connecting for Health project stated, "A single data repository for aggregating and reporting quality data could fail to meet user needs, increase the risk of large scale privacy violations and undermine public trust." 41 In response to the AHRQ proposal, three private organizations-the National Commission on Quality Assurance, the National Quality Forum and the Joint Commission-suggested that they operate the national stewardship entity and charge fees for their work. They said they would determine data control and ownership rights. In brief, they would decide what data will be public, and what access would flow to data-contributors. 42 They explained that those "that have the most data . . . must be assured that their data will be properly protected," and that those who contribute data "want to maintain a competitive advantage, based on the value of their data." existing systems as best they can into health information exchanges (HIE). The expectation is that regional HIEs will eventually aggregate into a nationscale system." 44 This bottom-up approach is notable for its lack of success. Several attempts to create health information exchanges that voluntarily share data have failed. They faced numerous problems, including the lack of standards for reporting data and the lack of short term financial benefit for participants, even though there were significant long run societal benefits. 45 In the winter of 2009, Congress passed the Health Information Technology for Economic and Clinical Health (HITECH) Act, which allocated $32.7 billion to promote the adoption of EMRs, infrastructure and training over ten years. 46 The legislation will increase the speed with which practitioners and institutions will adopt EMRs and related technology. It authorizes over $20 billion in financial incentives through the Medicare and Medicaid programs from 2011 through 2016 for physicians and medical facilities to adopt EMRs. These incentives will be phased out and replaced with penalties for physicians and hospitals that do not use certified EMRs and make "meaningful use" of them.
Regulations that will define what constitutes "meaningful use" of data under HITECH will encourage sharing of patient data for research and public uses. 47 However, tapping the real potential for patient data for secondary uses requires that it be aggregated into a national database. However, HITECH does not appear to authorize creating regulations that can achieve that goal. As a result, it is important whether the law makes aggregate patient data public or private property.
III. THE CASE FOR PUBLIC OWNERSHIP
Evolving practice indicates the potential of a national aggregate patient database. Numerous organizations are beginning to mine patient data. 48 The Veteran's Administration has tapped its sixteen million patient records to evaluate medical treatment. 49 Kaiser Permanente has created a research database on its eight million enrollees. The Geisinger Health System uses its medical records for over two million patients to evaluate medical treatment and develop medical policies. 50 The Center for Disease Control (CDC) operates a program on vaccine safety using medical records on six million patients from seven health maintenance organizations (HMOs). The National Cancer Institute combines data from eleven health care systems for ten million patients. The DHHS Center for Medicare and Medicaid Services (CMS) plans to use data from its Medicare drug benefit program and other patient data to evaluate drug safety and effectiveness, and to track drug prescriptions for unapproved uses. 51 Other federal programs also plan to use patient data. 52 There are also recent examples of using data from electronic patient records to identify adverse drug reactions. 53 Sometimes public authorities collect patient data and make it publicly available. The CDC policy is to make its data freely available to the public for research. It says, "The interest of the public . . . transcend[s] whatever claims scientists may believe they have to ownership of data acquired or generated using federal funds. Such data are, in fact, owned by the federal government and thus belong to the citizens of the United States." 54 California requires all hospitals to report patient discharge data to a state agency, which sells it to the public for a nominal fee. 55 Yet, each of these databases is partial and quite small compared to a database drawn from medical facilities and insurers nationally. Moreover, Academy Health, the health-service research association, reports that researchers have difficulty accessing population health data, even data from federal programs. It therefore advocates the "development and dissemination 50 See Stewart et al., supra note 6, at w185, w187. of secondary health data as a public good." 56 Achieving that goal would require a change in public policy.
A well developed literature highlights the value of information in the public domain, 57 particularly for the growth of science, 58 which depends on access to knowledge, and the sharing of findings and information. For this reason, the United States federal government has usually treated scientific data as a public good, waived its ownership rights in government-generated information, and made the data available at nominal cost. 59 However, Harlan Osrund argues that today the information commons is jeopardized when business or government decision makers destroy the commons or do not allow 56 Probs. 315, 315-462 (2003). it to develop. He proposes imposing costs on parties whose actions have negative effects on the information commons. 60 In a similar vein, Yochai Benkler and other scholars have explored the benefits of network effects, that is, the increasing benefits to users as the network increases in size. 61 With most tangible goods, one person's use diminishes another person's full enjoyment of the good. In contrast, with public goods, an individual's use does not diminish use by another person. However, when there are network effects, the benefits that an individual derives actually increase when the number of individuals in the network grows. For example, the value of a telephone for an individual increases as the number of other individuals who have telephones and can be called rises. Similarly, the internet increases in value when the number of people with access to it grows, because this expands each user's ability to share information and communicate. When there are network effects, public policy should promote access to expand benefits for all.
Patient data display network effects. Inferences derived from analysis of a few patient records lack the reliability of studies using a large database. Moreover, the benefit that any individual or group derives from contributing data to an aggregate database increases as the number of other patients contributing data increases. That is because it is easier for researchers to develop reliable inferences from the sample and to better control for the effect of different confounding variables that affect patient outcomes.
The grounds for a commons in science and to promote public health are particularly compelling. 62 But the acceptance of public ownership through a commons in certain situations is a longstanding part of property law. As legal scholar Carol Rose has shown, 19th century law treated some resources as 60 Harlan J. Onsrud "inherently public property" when "the properties themselves were most valuable when used by indefinite and unlimited numbers of persons-by the public at large." 63 In recent years, a growing body of scholarship has criticized intellectual property law and policy for allowing the creation of private property in situations that deter innovation and are not needed to encourage investment. 64 They argue that open resources are needed to promote innovation. 65 In a similar vein, other scholars have argued that we should resist the efforts of private groups to privatize the internet and set rules that ensure open access. 66 
A. Public Ownership Would Ensure Data Collection and Availability
A key reason to grant private property rights, particularly for non-tangible property that can be shared, is that it creates incentives for individuals to engage in creative activities. Without such incentives, individuals would not be fully financially rewarded for their work because they could not preclude others from freely using it, and thus could not earn its full income-generating potential. Moreover, since individuals can often obtain the benefit from the creative work of others without cost, they would also have less incentive to undertake such activity themselves. Private ownership can also encourage individuals to undertake work that is not creative, such as compiling information, since it protects their investment. 67 This rationale, however, does not support granting property rights in most patient data. Physicians and medical institutions now routinely record patient data as part of their medical records, prescriptions and billing. Physicians and medical facilities necessarily generate patient data as part of their work to provide medical care, to comply with health care regulations, and to receive payment. Thus, there is no need for new incentives, either through property interest or payment, to induce them to record patient data. 68 Still, the creation of a population-wide anonymized database requires collecting data from multiple patient records, billing statements, prescriptions, and other sources. Would public or private ownership of data better facilitate this data collection? I contend not only that public ownership is more efficient, but also that without public ownership it will be very difficult and perhaps impossible to aggregate population-wide patient data. 69 Legislation mandating that designated entities report specified data in a uniform manner to a single entity can ensure the collection of all relevant data in a useful form; in contrast, voluntary efforts to share data would not. If patient data was privately owned, it is very unlikely that most data would be aggregated. Some data owners would decline to share or even sell their data because the purchase price was too low or because they want to commercialize it independently. Other owners will want to conceal information to protect themselves from liability, oversight, or criticism. Pharmaceutical and medical device firms do not have an interest in disclosing data that might reveal their products' safety risk for the same reasons. Physicians, hospitals and MCOs and other insurers also often prefer to avoid scrutiny.
Furthermore, private aggregators will probably find it most profitable to collect only selected data that has the greatest and most immediate commercial value. They could collect data either from sub-populations or only for particular clinical issues. Once such profitable databases are collected, it will be less profitable (and maybe not economically feasible) for other entities to collect the remaining data. Thus, even if all entities with patient data consented to sell or share their data, it is uncertain whether private entities will aggregate all or most of it.
Private ownership could not ensure a stable source of data. Fluctuations in market demand and the fortunes of private firms could result in certain data not being collected during some periods of time. For example, from 1970 to 2000 the AMA surveyed physicians nationally and produced an authoritative source of information on medical practice costs, income, and numerous characteristics of medical practice in the U. S. 70 This definitive data was used by the federal government, private firms, and scholarly 68 I assume that databases will only use data already recorded so that there is no additional work to collect data. The situation is different if databases that will be used require collecting data that is not yet recorded. There is probably also some value to organizations generating additional data that might also have yield spillover benefits. There is thus a case for treating such new data as a merit good and the government subsidizing its production. 69 The conventional wisdom is that private ownership is more efficient than public ownership. This is not necessarily so. For example, roads and waterways often more efficiently help as public rather than private property. See Rose, supra note 63, at 714 n.17, 774-78.
For a critique of the idea that private property is generally efficient see Duncan Kennedy & Frank Michelman, Are Property and Contract Efficient?, 8 Hofstra L. Rev. 711 (1979-1980) researchers. However, after the AMA ceased collecting the data in 2000, no other entity has taken its place. When there is a strong public interest in having reliable data and it is uncertain whether the market will supply it, there are strong grounds for public authorities to shoulder the responsibility.
In addition, antitrust law would probably preclude any single firm from owning all data, thereby also hampering the ability to create a national database. 71 True, private ownership combined with a market for data might allow the creation of large databases by several entities, which could yield many beneficial uses. Yet a population-wide database is much more valuable than databases fractured among sub-populations. Furthermore, the creation of large privately owned databases would be very costly. Multiple entities would seek to create databases which would increase transaction costs. Each aggregator would have to negotiate with the data seller over price and other terms. Some owners will hold out selling data and seek exorbitant fees.
B. Private Ownership Would Restrict Beneficial Uses of Patient Data
Patient data has value in part due to the information it provides directly, but mostly due to services and products derived from it. Private ownership of patient data would create monopolies and restrain development of dataderived services and products. Data owners can tie their data to purchases of related services and products. Such tie-ins restrict competition in the market for data-derived services. Even if data owners sell their data independently, they could charge monopoly prices, also restricting access to data-derived services.
These problems disappear if the data is publicly available and multiple firms compete in providing data analysis, services and products. Public ownership of data would stimulate the development of data-related services and products by precluding data monopolies and ensuring the availability of data. Multiple entrepreneurs could add value by organizing data in original ways, facilitating its use, or combining it in software or simulation models. Individuals and firms would have incentives to develop data-related services and products because they could sell these.
Commercial firms often restrict access to data to protect their interests. Clinical trial data provides an example. Firms that develop drugs and medical devices conduct clinical trials to demonstrate that their products are safe and effective in order to receive governmental approval for their sale. Firms that undertake such costs want to preclude competitors from using this data to develop generic versions. Pharmaceutical and medical device firms therefore sought international legal protection from competing firms using their clinical test data for their own drug or medical device approval. because the restriction rewards firms that invest in research. However, protecting the disclosure of clinical trial data also allows firms to suppress information about health risks of their products. This has led some writers to criticize TRIPS and argue that test data should be public to ensure public safety. 73 In the late 20th and early 21st centuries, numerous scandals ensued when pharmaceutical firms delayed the disclosure of research data that revealed their products' health risks, or suppressed the data altogether. Some drug firms also published evaluations of drugs that included only partial trial data, thus distorting the results of studies published in medical journals and relied on by doctors and the FDA. 74 The International Committee of Medical Journal Editors believed such practices were inimical to good science and medicine. They decided, in 2005, not to consider for publication any studies based on clinical trials that had not been publicly registered. 75 In 2007, Congress required that sponsors of clinically directed therapeutic trials register all but phase 1 trials with the National Library of Medicine, which makes the information public. 76 Still, regulatory agencies cannot use test data to evaluate competing generic products; manufacturers can use test data exclusively for a period after marketing approval; and there are other restrictions on use of the data. Thus, the tension between commercial and public interest in disclosure of clinical trial data persists.
In a similar vein, physicians, hospitals, insurers (as well as drug and medical device firms) have incentives to limit the availability of data from clinical practice to insulate themselves from competition and oversight. In addition, firms that seek to sell their data may also try to prevent governmental efforts to develop their own data. For example, Boston's Partners Healthcare (a joint venture of Massachusetts General Hospital and Brigham and Women's Hospital) opposed the Massachusetts plan to amass and sell data at the time it was planning to commercialize its own data. 77 Private data owners would often undermine the public's interest in generating longitudinal and national data and making it accessible.
C. Public Ownership Avoids the Anti-Commons Problem, Patent Thickets and Hold Outs
Scholars in economics and other fields have explored the tragedy of the anti-commons, a situation in which private ownership leads to underuse or development that is detrimental to both individual owners and the public. The problem is the reverse of the more widely discussed tragedy of the commons, which occurs when collective ownership of natural resources results in their depletion. 78 If a non-renewable natural resource is publicly available and no one pays fees based on individual use, individuals have no incentive to use the resource prudently. As a result, they are likely to overuse and even deplete the resource. The tragedy of the commons often occurs in commonly owned grazing fields and fishing grounds.
Writers frequently invoke the tragedy of the commons as grounds to favor private rather than public ownership. 79 Private owners bear the full cost and benefit of using and maintaining their resource. Therefore, they have incentives to limit the resource's use to sustain its continued value, and to invest in its protection and development. That helps prevent the tragedy. Still, private ownership does not guarantee that natural resources will not be depleted. Owners may be interested in short-term profit rather than sustained growth, or be short-sighted or not aware of how to preserve their resource. Moreover, private ownership is not required to avoid the tragedy of the commons. Professor Elinor Ostrom was awarded the Nobel Prize in economics for demonstrating that in certain circumstances, collective users of common, pooled resources can avoid tragedies of the commons, sustain resources, and manage them productively. 80 Similarly, public ownership combined with public management of natural resources can also avoid a commons tragedy. 81 In the late 1990s, legal scholar Michael Heller and others revealed the presence of anti-commons problems when "multiple owners each have a right 78 The term "tragedy of the commons" was coined by Garret Hardin in his classic essay, Garrett Hardin, Rev. 347 (1967) . 80 Elinor Ostrom, Governing the Commons: The Evolution of Institutions for Collective action (James Alt & Douglass C. North eds., 1990); Elinor Ostrom, Roy Gardner & James Walker, Rules, Games, and Common-Pool Resources (1994); see also Rose, supra note 63, at 711. 81 Many writers emphasize the value of private ownership to avoid the tragedy of the commons but management of the publicly owned resource can be equally effective. The later possibility is often forgotten, but Garret Hardin discusses this subject in his thoughtful review of the issue 30 years later. See Garrett Hardin, Extensions of "The Tragedy of the Commons", 280 Science 682 (1998).
to exclude others . . . and no one has an effective privilege of use." Under these circumstances private ownership often stifles innovation and effective use of the property. 82 Heller observed anti-commons problems in post-Soviet Russia during the transition from state-owned to private property. 83 After several years many storefronts were empty and languishing while street kiosks were filled with goods and thriving. He explains this paradox by showing that the property rights in storefronts were divided among several owners and did not give any individual the full rights over the economic unit needed to operate them. In contrast, property rights for kiosks were individually owned.
Anti-commons problems do not often occur because frequently one individual can buy out other property owners and develop the property. That has prompted economist Ronald Coase to argue that no matter to whom property rights are initially assigned, in the absence of high transaction costs, individuals will voluntarily trade or sell their rights to those who could put them to the most productive use. 84 However, Coase acknowledges that in practice high transaction costs often prevent the optimal reallocation of property rights through markets. 85 In addition, individuals often make cognitive errors or have biases that impede their reaching mutually beneficial agreements, particularly when individuals do not know each other or lack a long term continuing relationship. 86 Thus, the designation of property rights often creates path dependency that favors existing arrangements, even if other uses are more productive. 87 Heller and Rebecca Eisenberg have found anti-commons problems in biomedical research where ownership of basic building blocks for innovations is divided among numerous parties. These problems occur when a new product relies on several patents and the cost of combining the patents precluded the end use. 88 frequency after 1980, when biomedical research shifted from being largely based on a commons model to one that emphasized private property. 89 Until then, the U.S. federal government sponsored most premarket research. Research results were part of the public domain and were relied on and incorporated into later discoveries and inventions to advance basic research and create marketable products.
Then, hoping to facilitate technology transfer and commercial development, the 1980 Bayh Dole Act and other legislation allowed research institutions to patent discoveries conducted with federal grants. Yet these changes also led to "a proliferation of intellectual property rights upstream [that] may be stifling life-saving innovations further downstream in the course of research and product development." 90 Heller and Eisenberg explain that in the 1980s, biological patents on genes corresponded closely to foreseeable products, but that more recently individuals and firms have patented gene fragments and sequences without identifying a potential use. 91 The value of these biomedical processes and tools is realized only when they are combined and result in new uses. Yet, each such patent creates a monopoly for raw material needed to create a product that combines the patents, thereby making the cost of end products much higher than if there were one owner. 92 The cost of combining all patents related to products therefore increases and sometimes prevents the development of end products. 93 Professor Lori Andrews has documented anti-commons problems in the patenting of genetic sequences. 94 In recent years, companies have patented gene sequences associated with diseases that are key to genetic testing and research. Athena Neuroscience, Inc. holds a patent on apolipoproteint E, a gene related to Alzheimer's disease. 95 Myriad Genetics was granted a European patent related to breast cancer that protects all methods for diagnosing the cancer that compares the patient's BRCA1 gene with the patented BRCA1 sequence. 96 Researchers searching for cures or treatments of these genetic diseases will have to obtain rights from the patent owners of those gene sequences and the hundreds of genetic mutations of those genes that are also patented. Moreover, the United States Patent and Trademark Office requires that individuals who discover a gene should not develop products based on the gene or undertake mutual testing of the gene without the permission of those who hold patents on expressed sequence tags created from the gene. Negotiating such rights creates an obstacle to research on curing genetic diseases.
Similarly, private ownership of patient data would probably preclude its most valuable uses by fracturing population data. 97 If each patient had exclusive property rights to his or her medical data, aggregators would have to purchase data from each individual to create a national database. The cost of paying each individual would probably be prohibitive. 98 In addition to the purchase price, data aggregators would also incur significant transaction costs in contracting with individual owners, negotiating transfer rights, and competing with other data aggregators. Moreover, multiple parties could purchase data dividing the databases by region, or type of provider, or institution, or by different kinds of patient information. This too will fracture the information available among multiple owners that may impede their combined use.
If physicians, hospitals, or insurers were owners rather than patients, the data would be fractured into larger segments, but it would still require high costs to purchase patient data for a population-wide database. The expense would increase as the database became larger. Yet it is precisely national or large databases that are most useful in assessing patient and drug safety, in addressing public health issues, and in producing medical knowledge.
Some providers or organizations may demand exorbitant prices to purchase or use data that they control. Such holdouts are often referred to as patent thickets, patent hold ups, or patent trolls. 99 The potential for an injunction against a whole product can permit so-called patent trolls to hold up defendants by threatening to enjoin products that are predominantly noninfringing. 100 The impediments from holdouts are "magnified in presence of royalty staking, i.e., when multiple patents read on a single product."
101 The need to obtain permission from multiple patent holders raises the cost of creating the final product.
Holdouts are also a classic problem in real estate. 102 When a developer needs to purchase multiple parcels of land for a project, a single seller can hold out and block the entire project or extract near prohibitive prices. 103 If the purchaser has obtained all or most of the other development rights needed, the holdout is in a particularly strong position to demand a price disproportionate to its contribution to the total development. A similar phenomenon occurs when multiple permits are required from public authorities to develop a project. 104 The common element among these related problems is that granting ownership or control rights can reduce resource productivity and innovation. 105 Even if private owners developed comprehensive patient databases, governmental authorities are unlikely to be able to afford to purchase the data needed for public health and important public uses. Unlike commercial firms that are likely to purchase limited data related to a particular market or commercial use, many beneficial public uses require comprehensive data, which will probably be more expensive than limited data. Moreover, commercial firms can often afford to pay high prices for data or other materials if it helps them develop profitable products and services. Public authorities, in contrast, do not purchase data to develop profits. Furthermore, some organizations may earn more by selling data to one or a few purchasers exclusively than by making it generally available.
D. Can Markets Resolve Anti-Commons Problems?
Some legal scholars have argued that private transactions can overcome anti-commons problems. 106 F. Scott Kieff and Troy Paredes argue that anticommons problems created when multiple parties own intellectual property can be resolved through contracts, joint ownership and negotiation. They take as a paradigm case a DNA chip that would contain information on thousands of pieces of DNA, each of which is owned by different entities. Marketing the chip requires that the chip maker obtain rights of all the owners; one or several owners can jeopardize the project by refusing to sell or license their property.
Kieff and Paredes say that lawyers can develop private legal arrangements that create incentives for owners to cooperate, raise the cost of those who do not, and often solve the holdout problem. They suggest that a promoter create a limited liability company and allow all property owners a share in profits and management in return for licensing use of their intellectual property. That will create incentives for all to cooperate. They also suggest that the business can be directed in ways that minimize the benefits of infringement suits by distributing most assets to owners immediately, so there will be few assets available to those who sue the entity for patent infringement. They say that this strategy will reduce the number of holdouts. Most property owners who join the venture can then exert peer and social pressure to convince holdouts to end their blocking action. Even if some holdouts remain, the venture will still be able to produce a chip or other product of significant value. That fact will further undercut the incentive for the remaining few to hold out. They will be unable to stop the whole project and their own property will not be worth much independently.
To summarize, Kieff and Paredes argue that even when multiple parties can block a project, that does not preclude it from coming to fruition, because private ownership and markets create incentives to cooperate. This is certainly true. Still, the risk that a development will be blocked increases with the number of property owners who must agree on the terms of its use. Divided private ownership presents obstacles to beneficial common uses that do not exist with public ownership.
In a similar vein, Professor Mark Hall argues that private ownership can overcome anti-commons problems that block the adoption of integrated EMRs and networks. 107 Hall says that the best way to capture the network benefits of compiling data is to give "the compiler or custodian [the] right to sell or to license access to medical information under terms controlled by the patient." Without this right, he argues, no one will have "enough incentive to invest in the construction of [interoperable] EMRs." 108 Hall says the reason for this is, where there is no clear owner or there are multiple owners, no individual has clearly defined rights in all of a patient's data. Therefore, either each owner can exclude all of the others, or no one can exclude others from using the data or from developing or transferring meaningful economic rights in data. He proposes granting to patients property rights in their medical data sufficient to commercialize it, subject to the government's traditional authority over public health. "'[P]roperty rights' in medical information could be defined in a way that is nonexclusive and that permits free government access for public health and research purposes without having to pay 'just compensation. '" 109 Patients could then sell their data rights or compel providers to cooperate with persons who want access to it. Firms could then invest in compiling patient data.
Granting property rights in data to patients would allow compilers to purchase it to create a database. However, this will not eliminate the obstacles to creating a comprehensive database that arise from the high transaction cost of collecting and aggregating patient data or from holdouts. Nor would it ensure that private firms have an incentive or the ability to create a national patient database.
The brunt of Hall's article supports granting patients property rights in all their medical data. But he acknowledges the public benefits that would flow from common ownership of aggregate patient data. In concluding his article, Hall says that he would limit patients' property rights to data "that can be linked to them personally," not to data that is "anonymized (or deidentified)."
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Hall says he does not object to public ownership of 107 See Hall, supra note 61, at 631. 108 Id. at 660. 109 Id. at 657. 110 Id. at 661. anonymized patient data, so long as individuals can own and transfer rights to their identified data.
111
Limiting ownership to data that identifies patients, however, provides a weak incentive to aggregate patient data, particularly if anonymized data is public. Aggregate patient data is valuable for purposes that do not require identifying individuals; the market for patient data is virtually all for anonymized data. Moreover, privacy laws limit the market for identifiable data. If firms require private ownership as an incentive to aggregate patient data, then limiting ownership to data that identifies patients will probably be insufficient.
E. Other Objections to Public Ownership
Public ownership, of course, can entail costs as well as benefits. We must not ignore these. Professor Mark Hall contends that public ownership of patient data is unappealing because "the economic benefits derived from the information would not flow back to patients." 112 Three critiques can be raised to this view. First, patients would benefit from contributing their data to a public database. They would share the fruits of medical research and analysis of patient data that produce new knowledge and improve medical care and patient safety. Moreover, I argue, private ownership of patients data would certainly impede, and probably preclude, the creation of these medical benefits.
Second, patients lack solid legal grounds to demand compensation for public use of their anonymized data. The law does not currently grant patients property rights in their data. In addition, public ownership would not deprive them of any currently-protected legal interest. Although currently most patient data is not publicly owned, insurers, physicians, and hospitals already sell it without paying patients. Courts are unlikely to find that government-mandated reporting of anonymized patient data constitutes a taking of property from patients in violation of the U.S. Constitution's Fifth Amendment. Nor do patients have strong moral claims to receive payment.
They benefit from what physicians and researchers learn from data from other patients without paying for use of such data. What grounds could they then have to demand compensation for others learning from data routinely collected as part of their medical care?
Third, patient data has economic value only if it is part of a system that can use it. Without such a system, there would be no market for patient data. However, if there are grounds for compensating patients individually for the economic value of the data they contribute to an aggregate database, there are equal grounds for charging them for the economic value they receive from having a medical data system that makes it possible for them to sell their data. The economic value that each patient produces by contributing data is probably no more than the economic value he or she receives from being able to make use of collective patient data. As a practical matter, separating the economic contribution of each patient's data and the economic benefit that each patient receives from use of other patients' data is not feasible. In fact, the monetary value that each patient could earn from selling his or her data would be very small since no compiler of a population-wide database could afford to pay each individual much. It is preferable for patients to reap inkind benefits from use of their data rather than to seek a small payment.
IV. WOULD PUBLIC OWNERSHIP OF PATIENT DATA COMPROMISE PRIVACY?
The protections that patients have from physicians disclosing their personal information do not arise from the law deeming the information as their property. The same is true for privacy protections for individuals in other contexts. Instead, privacy law and other principles supply the governing standards.
113 Scholars have articulated numerous other grounds for protecting informational privacy, including civil rights, personal dignity, and default rules for licensing use of personal data. 114 Nevertheless, some people argue that one way to ensure privacy is to treat personal data as the individual's property with rights to prevent others from using it without permission. 115 Kenneth C. Laudon, Markets and Privacy, 39 Comm. Ass'n of Computing Machinery 92, 92-93 (1996) ("[T] o ensure the protection of individual privacy beyond 2000 we should consider market-based mechanisms based on individual ownership of personal information and a National Information Market (NIM) in which individuals can receive fair compensation for the use of information about themselves"); see also Lawrence Lessig, Code and Other Laws of Cyberspace (1999) (discussing property rights to protect privacy on the internet); Bergelson, supra note 98, at 442 ("In a nutshell, the suggested legal regime would give individuals property rights in their personal information. They would own this information during their lifetime, subject to a (i) non-exclusive automatic inalienable license to the original collector and (ii) limited non-exclusive automatic license to the general public"); A. Machael Froomkin, The Constitution and Encryption Regulation: Do We Need a "New Privacy"?, 3 N.Y.U. J. Legis. & Pub. Pol'y 34 (1999) ("We would personalize ownership of facts about us in transitions, perhaps even sometimes in public, and we would try to use the property regime and intellectual property regime to take back some control over personal data"); Jerry Kang, Information Privacy in Cyberspace Transactions, 50 Stan. L. Rev. 1193 Rev. , 1246 Rev. -94 (1998 Ent. L. & Prac. 56, 63 (1999) ("A better solution, [to protect privacy] I suggest, is one that links the protection of architecture with the incentives of the market. Information is an asset. It is a resource which has become extremely valuable. And as it has become extremely valuable, commerce has tried to exploit it. This use has a cost-an externality borne by those who would prefer that this data not be used. So the trick is to construct a regime where those who would use the data internalize this cost, by paying those whose data are used. The laws of property are one such regime. If the law gave individuals the rights to control their data, or more precisely, if those who wanted to use that data had first to secure the right to use it, then a negotiation would occur over whether, and how much, data should be used. The market could negotiate these rights, if a market in these rights could be constructed."); Patricia Mell, Seeking Shade in a Land of Perpetual Sunlight: Privacy as Property in the Electronic Wilderness, 1 Berkeley Tech. L.J. 1, 10 (1996) ("I describe the scope of the individual's right or privacy as being a type of property right in his electronic Most of these writers discuss information that is not obtained from patient records, and their concern is with data that identifies individuals, rather than data that is anonymized. Still, some of their arguments might apply to anonymized patient data.
Typically these writers refer to personal information that identifies the individual name, residence, telephone number or other unique information, along with features or behaviors, such as purchasing habits, web page searches, income, organizational affiliation, employment, and financial information. They argue that granting individuals ownership of their personal data would allow them to block others acquiring or making use of it without their permission. Individuals would be able to allow others to use or own information about them if they wished, typically by licensing or selling their data. Proponents of this approach say it would make possible what they call a market for privacy, although a more accurate description is probably a market for personal information. 116 As part of this approach, some scholars urge that the law be changed so that it implies contract default rules that would protect privacy of personal information in the absence of other explicit agreements. 117 Surveying typical arrangements by which firms obtain personal information, Professor Paul Schwartz finds market failure. Individuals lack meaningful choices as to whether third parties collect their personal information. To the extent that a choice exists, it is either to refrain from disclosing any information, or to sell it. They do not have the option of disclosing only certain items of information, or selling it for limited purposes.
Schwartz also notes that informational privacy has aspects of a public good. He concludes that in order for markets for personal information and privacy to work as advocates propose, we must regulate the sale of personal data. He proposes several conditions that would facilitate a market for propertied personal information. 118 Privacy proponents disagree as to whether granting individuals property interests in their personal data is an effective way to protect privacy. Critics of the private ownership approach note that property rights are incorrectly "perceived as a-regulatory," self-enforcing, and thus as avoiding the "objections raised against significant government regulation." 119 Some scholars argue that a market in personal data would involve very high transaction costs. 120 Professor Kenneth Lauden, an advocate of personal information markets, acknowledges that in order for them to function well, we would need to develop a significant infrastructure to oversee the market, and that this will entail enormous costs.
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Even more important, several legal scholars argue that treating personal data as private property would not increase privacy protection.
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Pamela Samuelson, for example, explains that when individuals transfer their property interest in data, they lose control over its use; the purchaser can in turn sell it without restraint. Property interests in information would therefore remove existing restraints on confidentiality if individuals sold their personal information.
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Individuals may be willing to sell data to one purchaser for a particular purpose, but such restrictions will be very hard to enforce after the sale, particularly if the purchaser sells or otherwise transfers the data to others. Monitoring compliance with initial restrictions to future purchasers will be difficult. Other scholars, therefore, argue that if the law grants property rights in personal data, it should restrict, at least in part, the right to resell it. 124 These arguments suggest that private ownership of personal data would not eliminate the risks to violation of privacy.
Some issues and rules regarding privacy apply generally, but others are specific to medicine. State laws generally prohibit health care providers and institutions from disclosing confidential patient information to third parties without the consent of patients.
Yet, there are limits on patient confidentiality and control over their medical information. 125 Society has an 119 Jessica Litman, Information Privacy/Information Property, 52 Stan. L. Rev. 1283 Rev. , 1293 Rev. (2000 . 120 Samuelson, supra note 98, at 1135. 121 Laudon, Markets and Privacy, supra note 115, at 101-03. 122 Allen, supra note 98, at 733-34; Cohen, supra note 98, at 1423-28; Rochelle Cooper Dreyfuss, Warren and Brandeis Redux: Finding (More) Privacy Protection in Intellectual Property Lore, 8 Stan. Tech. L. Rev. 8, ¶ 8-13 (1999) 126 In addition, third-party payers have a right to certain patient information to ensure the appropriateness of claims for reimbursement. 127 Since 1996, the federal Health Insurance Portability and Accountability Act (HIPAA) regulates the disclosure of patient information by designated entities. However, HIPAA allows a significant amount of disclosure and sale of patient data. The HIPAA amendments in 2003 allow covered entities to share patient medical information with health care-related businesses (including employers, drug and insurance companies, marketing firms, accountants, banks and financial service companies, data warehousers, medical transcribers, data processing firms, consumer reporting agencies, pharmacies and legal services). 128 It also allows sharing information that does not identify the individual patient's identity. 129 Moreover, HIPAA does not include as a covered entity personal health records that Google, Microsoft, and other firms are now developing. 130 As a result, today many medical organizations share confidential patient data with health care-related businesses. They also freely sell to a wide range of entities patient data that does not state the patient's identity. Yet even with such data, there are risks to patient privacy. A patient medical record that does not state the patient's identity may indicate his or her physician, pharmacy, hospital, zip code, or insurer. By combining this with other information that is either public or purchased from private parties, it is often possible to identify the patient. In short, what has previously been assumed to be anonymized data usually is not. 131 We therefore need to develop means to encrypt data, and to oversee its use, regardless of its status as property and the uses made of it. Whatever the potential benefits for privacy from private ownership of patient data, there are risks of unauthorized disclosure both when anonymized patient data is deemed to be private property and when the data is publicly owned.
Public reporting and ownership of anonymized patient data could be done in a way that creates greater privacy protections than currently exist. Public authorities could ensure that no data is publicly released that does not comply with privacy safeguards. They are more likely to implement such policies than private firms because they do not have a profit motive to sell confidential information, while private firms do. In addition, when the data is publicly owned, it will be overseen using a uniform standard, which is not the case when it is sold by private organizations, each of which may have its own policies and operating methods.
Public ownership of patient data would allow greater oversight of data use than would federal regulation of patient data that is privately owned. The United States Constitution's Fifth Amendment restricts the government from taking private property without compensating the owner. Courts have held that regulation of property often constitutes a taking of the property because it restricts rights to the property's use. 132 As a result, sometimes the government cannot regulate property use because it lacks the financial means to compensate the property owner.
V. WHAT DATA TO MAKE PUBLIC AND HOW TO DO IT
There is precedent for federal and state governments to require reporting of data, starting with census data. Since the New Deal, the federal government has played a significant role in the national economy and has developed and disseminated authoritative statistical data on economic, agricultural and other trends. 133 Federal law requires reporting and public disclosure of information in many contexts. For example, the Securities and Exchange Act of 1934 requires that all firms that sell securities on stock exchanges must disclose all information that is relevant to investors deciding whether to purchase their stock.
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Publicly traded firms must supply significant information on their operations, finances, liability, market competition, market strategy, and their legal and financial risk. Firms must disclose the release of toxic chemicals as part of the Toxics Release Inventory, under the Emergency Planning and Community Right-to-Know Act of 1986. 135 The Medicare program requires hospitals to report cost information, analyzes it to revise reimbursement, and makes the data public. 136 Massachusetts, Maine, New Hampshire, and some other states already have data based on patient billing records from all payers. 137 State public health law typically requires providers to report certain communicable diseases.
A public requirement to report some patient data already exists in California, which requires all its hospitals to report data on patients within thirty days of discharge. Hospitals report patient diagnosis, therapy, drug use, and other information about patient care and medical condition without identifying the patient. California makes this information from all hospitals available in a single database for a small fee. 138 Federal law could require all United States hospitals to report the same data that California requires to the DHHS or a public authority created for this purpose. It could expand hospital reporting to include ambulatory care data as well as inpatient data. Hospitals should report patient discharge data in a way that allows analysis of patient care by hospital, physician, diagnosis, procedure, therapy and drugs prescribed.
Other medical institutions (ambulatory care surgery centers, rehabilitation facilities, nursing homes, and community health centers) should be required to report similar data. Thirdparty payers, MCOs, and self-funded health benefit plans created under the Employee Retirement Income Security Act of 1974 (ERISA) should report patient data, dispensing data, and billing information that they receive from their providers and from dispensing organizations.
Pharmacies and all others that dispense drugs (including pharmaceutical benefit managers, clinics, and physicians and nurses that dispense drugs) should report the drugs they dispense by dosage, provider ID number, and diagnosis when this information is available. Dispensers that submit data to third-party payers for reimbursement should provide the same data to DHHS at the same time. Firms not reimbursed by third-party payers should also report dispensing data monthly.
Providers should submit the same patient information to DHHS as they do to third-party payers when seeking payment. In addition, providers should submit to DHHS on a quarterly basis current patient profile data. All data should protect patient confidentiality by not revealing the patient's identity. However, providers should submit their data with their own tracking number so that it is possible to analyze the physician's care for the patient over time by analyzing quarterly reports.
To ensure confidentiality, the federal government should develop reporting procedures that eliminate patient identifiers before they are reported to DHHS. In addition, DHHS should review submitted data and scrub it to eliminate patient identifiers before releasing it. DHHS should make patient data available to the public, perhaps charging modest user fees.
The details of what kind of data to make public, how to implement data reporting, and what measures should be put in place to ensure patient confidentiality require further work. However, these issues are already being discussed by the health information industry and providers as they collect and sell patient data today and as they explore future data sharing among private markets. Their analysis and conversations can be a starting point for examining these issues. Public reporting initially will be restricted by what data is available in electronic format. Currently, billing records are most often in electronic format, but many providers do not yet use EMRs or electronic prescribing. As standards for EMRs evolve, this too will affect what and how data should be reported, and by whom.
Patient data currently available has significant limitations for the purpose of promoting public health and patient safety. 139 For example, hospital data is typically based on billing information rather than by medical records, and on individual episodes of care, rather than by individual patient. Often data available from patient records is not linked to billing information. It is thus difficult to track information on patients across health care settings and over time. Furthermore, there is no uniform system of collecting or recording such information; there are multiple formats, and kinds of software, all of which complicates working with data across institutions. Creating, maintaining and administering such databases is difficult and costly. These are significant impediments to effective use of patient data for patient safety and health promotion. But they affect implementation, not the value of such data or the arguments for public reporting and ownership.
In addition, some implementation problems may be resolved as technology develops that integrates the use of patient records, prescribing information, and billing, and also as technology for managing data develops.
Moreover, requirements for public reporting are likely to help resolve these problems. The use of electronic data has developed rapidly and effectively where governmental policy or large private institutions have set a single standard of information, specifying the data that must be collected and the technology that must be used. Several European countries have developed electronic record keeping and are ahead of the United States. France, for example, has a uniform system for recording patient data; Taiwan, too, has developed a uniform electronic system for patient records. 140 In the United States, the Veteran's Administration health system is a national leader in using patient data and in quality assurance in large part because it has been able to require a uniform standard across all facilities and providers. Other leaders in collecting and using patient information are large, integrated HMOs and health care systems, such as Kaiser Permanente and Geisinger Health System. But for much of the United States, the presence of competing insurers and private health care institutions, combined with the absence of uniform reporting requirements, leads to incompatible standards that prevent the collection of useful data. Many of these problems would disappear or become much easier to address if the federal government set standards for what must be collected and reported.
A second conception of the public interest is associated with the liberal state and is more popular in the United States. Under this conception, the public interest is understood as the sum of individual interests reconciled through competition and negotiation among interest groups. 147 According to this idea, all social value arises from the value of independent, atomized individuals. Many American economists and social theorists support this view and have criticized the idea of a collective public interest. Various writers debunk the idea of a common good and that individuals ever act for publicspirited motives or for the public good. They argue that private parties and elected representatives pursue their self interest and that it is good that they do. 148 Some writers favor a minimum role for government, mainly to correct market failures.
In line with the liberal conception of the public interest, contemporary American policy thinkers often understand the state's role as ensuring conditions necessary for markets to function well. Some writers see the state's role as creating rules and institutions necessary for markets to function and policing the conduct of private parties. Others say that the state must ensure the supply of information necessary for individual actors to make informed decisions. Another line of thought sees the state as supplying funds for those who lack means so that they can participate in the market and overcome market failure created by unequal distribution of income. Still others maintain that the state should supply some collective benefits, particularly for public goods.
The case for public ownership of patient data that this article makes does not depend on using or accepting the robust European conception of the public interest in place of the more limited liberal conception. Nevertheless, ideas affect the way people see the world. Those who view the world through the prism of the liberal model of the public interest carry its conceptual baggage. They start with the idea that normally, property is private and interests are individual. They take as a premise that this is the natural state of affairs and demand justification for any departure from it. They have a predilection to limit the government's sphere and collective decision-making. That way of thinking can skew their assessment of the ability of markets to perform, the merits of governmental action and public ownership, and the values at stake in policy choices. These biases are not always readily apparent. Therefore, it is a useful experiment to discuss some policy choices, such as those that this article discusses, using the language of the more robust European concept of the public interest to see how it might affect our thinking. I leave that thought experiment to the reader.
